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Discover.
Assess.
Secure.

Improve your security visibility

Security starts with knowing what is running in
your environment and how systems are config-
ured. Even well-managed networks often con-
tain outdated password settings, overly permis-
sive shares, disabled security software, or weak
encryption algorithms that remain unnoticed
for years.

The JDisc Discovery Security add-on extends
JDisc Discovery by collecting security-related
information that goes beyond traditional asset
inventory. It helps administrators identify secu-
rity risks, improve compliance, and maintain a
more secure IT environment without deploying
additional agents.

Discover security risks

Many security issues are not caused by sophis-
ticated attacks but by unnoticed configuration
weaknesses.

The Security add-on continuously gathers secu-
rity-related information from Windows and
Linux systems, making it easier to detect inse-
cure configurations across the entire infrastruc-
ture.

Instead of manually checking individual sys-
tems, administrators gain a centralized over-
view of important security settings directly
within JDisc Discovery.

Whether you're preparing for a security audit,
reviewing internal policies, or strengthening
your security posture, having this information
readily available saves valuable time.

Review access permissions

Shared folders often contain valuable business
information. Over time, access permissions fre-
quently become difficult to understand and are
rarely reviewed.

The Security Add-On automatically discovers
shared resources together with their access
permissions, allowing administrators to see
who can access which resources.

This visibility helps organizations:

e |dentify unnecessary or overly broad permis-
sions

e Improve access control documentation

e Supportinternal security reviews

e Reduce the risk of unauthorized access

Instead of manually inspecting file servers, per-
mission information is available directly within
your inventory database.

Verify endpoint protection
Endpoint protection software is only effective
when it is installed, enabled, and up to date.

The Security Add-On inventories installed end-
point security software and reports its opera-
tional status. For Microsoft Defender, addi-
tional information such as signature versions
and update timestamps is collected.

This enables administrators to:

e Verify endpoint protection status

¢ |dentify systems without active protection
e Detect outdated signature files

e Support compliance and security audits

Keeping password information centrally availa-
ble helps ensure that security policies are con-
sistently applied throughout the infrastructure.
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Monitor password policies

Local user accounts remain an important part
of many IT environments, especially on servers,
appliances, and standalone systemes.

The Security Add-On collects detailed
password information for Windows and Linux
systems, including password age, expiration
dates, and password policy settings.

This allows administrators to:

e Detect outdated passwords

e Verify password expiration policies

¢ |dentify accounts with non-expiring pass-
words

e Support compliance and security audits

Keeping password information centrally
available helps ensure that security policies are
consistently applied throughout the
infrastructure.

Analyze firewall and encryption settings
Strong security depends not only on software
but also on secure communication.

The Security Add-On collects firewall
configuration information from Windows and
Linux systems and discovers the SSH

encryption algorithms offered by remote
systems. Weak or obsolete algorithms can
therefore be identified quickly.

Together, these capabilities enable
administrators to:

e Detect disabled firewall zones

o |dentify outdated SSH encryption algorithms
e Improve overall infrastructure security

This information provides valuable insight when
hardening systems or preparing security
assessments.

Seamlessly integrated into JDisc Discovery
Like all JDisc Discovery add-ons, the Security
add-on integrates directly into the existing
interface and inventory database. There is no
need for separate management tools or
disconnected data sources.

The networking information complements the
hardware, software, virtualization, and
inventory data already collected by JDisc
Discovery, creating a more complete picture of
your IT environment.



Key benefits at a glance
The JDisc Discovery Security add-on enables IT
teams to:

e Discover shared resources and their permis-
sions

e Monitor local password policies and pass-
word age

¢ Inventory endpoint security software

e Verify Microsoft Defender status and signa-
ture versions

e Collect firewall configuration information

e Detect weak or obsolete SSH encryption al-
gorithms

e Improve security visibility across the entire in-
frastructure

e Support compliance, audits, and security re-
views with accurate configuration data

Detailed information
Find more information on our JDisc Discovery

security add-on page.



https://jdisc.com/jdisc-discovery-add-ons/jdisc-security/
https://jdisc.com/jdisc-discovery-add-ons/jdisc-security/

About JDisc

We care. For Qualitdt. For Service.
Supporting customers for many years. Under-
standing needs and providing support as
quickly and as excellently as possible is what
we do. With an outstanding product and out-
standing service.

Our IP scanner is intelligent, flexible, and con-
stantly learning. We will not linger but keep on
developing our company and our tool. In this
way, you can benefit from innovative updates
weekly. At no additional cost.

The JDisc story
More than 25 years of
experience in network inventory

We have been working in network discovery
since 1999. As employees of an international IT
hardware and software company, we shaped
the development of network discovery tools for
many years.

Over time, we realized that our vision for an ex-
cellent IP scanner was drifting further and fur-
ther apart from our employer’s vision: We
simply wanted something different!

Network discovery on a new level

Our goal was to push the boundaries of network
discovery, the boundaries of functionality, and
the boundaries of service at the same time.
Since 2009, we have been supplying JDisc Dis-
covery - an IP scanner that hands over full con-
trol of internal IT systems to customers world-
wide. No agents, no hassle, and no hidden
costs.

International, personal, independent
Our in-house development team is interna-
tional, independent, and personally available.

We manage all functions, developments, and
integrations ourselves. This ensures maximum
security for your data and consistently smooth
operations.

JDisc GmbH
Kuppinger Weg 25
71116 Gartringen
Germany

Phone: +49 (0)7034 999210-41
Fax: +49 (0)7034 999210-49
E-Mail: info@jdisc.com

We care. Garantiert.




